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1. Preface

Intended Audience

This document is intended for the following audience:
e  Customers

° Partners

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For information,
visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Structure

This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the
User Manual.

The subsequent chapters describes following details:
e Introduction
o Preferences & Database

e  Configuration / Installation.

Related Information Sources

For more information on Oracle Banking APIs Release 20.1.0.0.0, refer to the following documents:

e  Oracle Banking APIs Installation Manuals

-1 ORACLE
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Background

Objective and Scope

2.0bjective and Scope

Open Banking Configuration Document provides the various configurations required to enable UK
Open Banking in OBAPI

Scope

Headers Configuration
Properties

SAML Integration
OAuth Configuration

Code Convention and Extensibility

Home
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Technology Stack

3. Technology Stack

Software Version

Java Java JDK or JRE version 8
OBDX/OBAPI 20.1.0.0.0

OAuth OBAPI Internal OAuth

Abbreviations

OO0TB Out of the Box

TPP Third Party Providers

ASPSP Account Servicing Payment Service Provider
SAML Security Assertion Markup Language

Home

ORACLE


http://www.oracle.com/technetwork/java/javase/downloads/index.html

Pre-requisites

4. Pre-requisites

Java JDK or JRE version 7 or higher must be installed. For installation of Java please refer
installation guide.

OAuth Setup

Weblogic Server with SAML Assertion capability

Home
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Headers Configuration

5. Headers Configuration

There are two types of headers configuration available for UK Open Banking.

e System Headers (i.e. Mandatory Headers and its respective value validation)

e Configuration Headers (i.e. Mandatory Headers).

Below are the configuration steps and Out of the box header already configured in the system.

System Headers:- As of now in OOTB one header has been added as mandatory “x-fapi-financial-
id” with value as “491308330388688” (This is a random value and can be changed. This value is
issued by OBIE and corresponds to the Organization Id of the ASPSP in the Open Banking
Directory). This value needs to be configured by Bank or ASPSP. This header needs to be sent by
the TPP to the ASPSP mandatorily with the same value. Both Header name and Header value are
validated for System Headers.

For configuring more system headers, below script is to be executed in the OBAPI Admin schema.

Insert into DIGX_FW_CONFIG_ALL_B (PROP_ID, CATEGORY_ID, PROP_VALUE,
FACTORY_SHIPPED_FLAG, PROP_COMMENTS, SUMMARY_TEXT, CREATED_BY,
CREATION_DATE, LAST_UPDATED_BY, LAST_UPDATED_DATE, OBJECT_STATUS,
OBJECT_VERSION_NUMBER) values (‘uk%%HEADER
NAME%%','OpenbankingSystemHeaders','%%HEADERVALUE%%','N',null,'Open
Banking','ofssuser’,sysdate,'ofssuser',sysdate,"Y',1);

Below Query is used to check the System Headers in the system

select * from digx_fw_config_all_b where category_id = 'OpenbankingSystemHeaders',

Configuration Headers :- As of now in OOTB one header has been added as mandatory - “x-
fapi-interaction-id”. This header is required to be sent by the TPP to the ASPSP mandatorily with
any value.

Only header name is validated in case of Configuration Headers.

For configuring more config headers, below script is to be executed in the OBDX/OBAPI Admin
schema.

Insert into DIGX_FW_CONFIG_ALL B (PROP_ID, CATEGORY_ID, PROP_VALUE,
FACTORY_SHIPPED_FLAG, PROP_COMMENTS, SUMMARY_TEXT, CREATED_BY,
CREATION_DATE, LAST_UPDATED_BY, LAST_UPDATED_DATE, OBJECT_STATUS,
OBJECT_VERSION_NUMBER) values (‘uk%%HEADER NAME%%"','
OpenbankingConfigHeaders',null,'N',null,'Open
Banking','ofssuser’,sysdate,'ofssuser’,sysdate,"Y',1);
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Headers Configuration

Below Query is used to check the System Headers in the system

select * from digx_fw_config_all_b where category_id = 'OpenbankingConfigHeaders'";

Home
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Properties

6. Properties

Below are the properties required to be updated in the UK Open Banking. Please find the below
properties, its purpose and OOTB values.

Table:- DIGX_FW_CONFIG_ALL_B

Category-Id :- OpenBankingConfig

Property Id

Property Value (Out of the
Box)

Purpose

CONSENT_EXPIRY
DAYS

90

This value is used to check if expiry
date send by TPP for the Account
Access Consent is not more than 90
days and if it is more than 90 days
then ASPSP will reject this value

CONSENT_HANDLE
R

com.ofss.digx.app.openbanking
.consent.handler.uk.UKConsent
Handler

Handler defines the Region specific
behavior of the Open Banking
framework. By default UK Consent
Handler is used for UK Open
Banking compatibility

Token Settings

Category-Id :- SecurityConstants

Property Id

Property Value

Purpose

SIGNER

MAC/no row — MAC Signer

X509RS256 - x509 signed
token with RS256 algorithm

X509PS256 - x509 signed token
with PS256 algorithm

The algorithm used to generate JWT
token.

Home
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SAML

7.1

7.2

/7. SAML

SAML Setup

SAML Setup is required for propagating User Identification for account selection as part of consent
authorization. Follow the 7t section of the document available at below location for SAML setup:

PDF

rest-security-id-prop-
12¢-1988943.pdf

SAML Integration

SAML Integration is required for asserting User Identification for account selection as part of
consent authorization. Steps to be followed for SAML Integration are as below.

URL for SAML Account Rest should be as :- http://<host>:<port>/ob/saml/accounts

One default Internal Touch Point configuration will be required to handle Access to FETCH and
POST Accounts through SAML.

Create a new TouchPoint for SAML services Access and configure in the web.xml of
obapi.app.rest.iidm.ear for the URL “ob/saml/accounts” as “init-param -
obapi.saml.accesspoint”. So through Role Transaction Mapping of the newly created touchpoint,
the access would be provided for the SAML services of Open Banking FETCH and POST account.

As part of User Onboarding in OBAPI, the created touchpoint needs to be associated to the user
being onboarded.

Home
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OAuth Configuration

8.1

8.2

8. OAuth Configuration

Ul configuration

OAuth Identity Domain Maintenance will require below maintenance to configure Ul Component for
Authorizing consent.

The value of Consent Page URL ( Menu -> OAuth -> Identity Domain Maintenance) is configured
as http://host:port?homeComponent=authorize-consent&homeModule=open-
banking&applicationType=digx-auth.

Weblogic configuration

OAuth Maintenance will require below maintenance in weblogic to configure an URL.

Step 1: Login to weblogic
Step 2: Go to Security Realms

ORACLE' webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Lock & £ditbutton to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure
obdx_domain
~Domain Partitiens
- Environment
Deployments

~Diagnostics

How do L..

« Search the configuration

« Use the Change Center

» Record WLST scripts

« Change Consale preferences
« Manage Console extensions

« Monitor servers

@ Home Log Out Preferences Help Q Welcome, wehleglcl(nnnzzted to: obdx_domain

Home
Home Page

Information and Resources

= Configure appiications = Comman Administration Task Descriptions
= Configure GridLink for RAC Data Source = Read the documentation
= Configure 2 Dynamic Cluster = Ask a question on My Oracle Support

Recent Task Status

Set your console preferences

= Orade Enterprise Manager

Domain Configurations

« Domain WTC Servers

Resource Group Templates

Jolt Connection Pools

« Domain Partitions

Resource Groups
« Partition Work Managers

Log Files

Diagnostic Modules

Built-in Diagnostic Modules

Deployments

o Servers Diagnostic Images

- Clusters Request Performance

- Server Templates « Messaging - Archives
= Migratable Targets = IMS Servers » Context
« Coherence Clusters = Store-and-Forward Agents o sHp

Machines

= 115 Madules

Interceptors

Step 3: Go to myrealm

ORACLE' WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Lock & Edit buttan to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure

obdx_domain
-Domain Partiions

ironment
Deployments
-services

- Diagnostics

Howdo I... =]

+ Configure new security realms
s Enable autematic realm restart

+ Delete security realms

+ Change the default security reaim

System Status =]

Liaslth of Drimnin Gariare as of 13:7a oM

@ Home Log Out Preferences Help Q Welcome, wehhgm‘(unn!ned to: obdx_domain

Home >Summary of Security Realms

Summary of Security Realms
A security realm is a container for the mechanisms~including users, oroups, security roles, security policies, and security providers--that are used to protect WebLogic resources, You can have multiple active

security realms in a WebLogic Server domain, but only on can be set as the default security realm, which is reserved for domain administrative purpases.

This Security Realms page lists each security realm that has been configured in this WebLogic Server domain. Click the name of the realm to explore and canfigure that realm.

[ Customize this table

Realms (Filtered - More Columns Exist)

Giick the Lok & Edi button in the Change Center to activate all the buttons on this page.

New| [Delete Showing 1to 1 of 1 Previous | Next

Default Realm ‘

[ove |

Showing 1to 1 of 1 Previous | Next

8-1 ORACLE


http://host:port?homeComponent=authorize-consent&homeModule=open-banking&applicationType=digx-auth
http://host:port?homeComponent=authorize-consent&homeModule=open-banking&applicationType=digx-auth

Step 4. Go to Providers

OAuth Configuration

ORACLE' webLogic Server
Change Center
View changes and restarts

Giick the Lock & Edit button to modify, add or
delete items in this domain.

Lock &Edit
Release Configuration

Domain Structure.

cbdx_domain
~Domain Partitions

—Securky Realms
nteroperabiity

Administration Consele 12¢

Settings for myrealm

Save

Note:

@ Home Log Out Preferences [ Record Help

Configuration | Users and Groups | Roles and Policies | Credential Happ q

General | RDBIS Securiy Store

1f you are implementing Security using JACC (Java Authorization Contract f
and the security functions for Web applications and EJBs in the Administration Console are disabled.

Home >Summary of Security Realms >myrealm

ration

User Lockout | Performance

diick the Lock & Edif button in the Change Center to modify the seftings on this page.

Use this page to configure the general behavior of this security realm.

~Diagnostics.
Name: myrealm
) Security Model Default: DD Only v
~ ) Combined Role Mapping Enabled

HowdoL.. B

« Configure new security realms
« Enable automatic realm restart

« Manage security for Web applications and
=

« et the defauit security model
- Delegate MBean authorization to the realm

Step 5: Go to OBAPIIWT

ORACLE WebLogic Server Administration Gonsole 12¢

Change Center
View changes and restarts

Click the Lack & Edit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure
obdx_domain
~Damain Partitions
- Enviranment
~Deployments

- Interoperabilty

Settings for myrealm
Configuration

Authentication

P Customize this table

Authentication Providers

@ Home Log Out Preferences & Record Help

Users and Groups

Password Validation

] Use Authorization Providers to Protect JMX Access

Automatically Restart After Non-Dynamic Changes

Home >Summary of Security Reslms >myrealm >Providers

Roles and Policies | Credential Mappings | Providers | Migration

Authorization | Adjudication | Role Mapping | Auditing

An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication providers in
a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers of DBIMS.

Click the Lock & Edi button in the Change Center to activate all the buttons on this page.

or Containers as defined in JS 115), you must use the DD Only security model. Other WebLogic Server models are not avalable

Credential Mapping

Welcome, weblogic ‘ Connected to: obdx_doma

‘The name of this secunty reaim.  More Info...

Specifies the default security model for Web applications or EJBs that are secured by
this security realm. You can override this default during deployment. More Info...

Determines how the role mappings in the Enterprise Application, Web application,
and EJB containers interact. This setting is valid only for Web applications and EJBs
that use the Advanced security model and that initalize roles from deployment
descriptors.  More Info...

Configures the WebLogic Server MBean servers to use the security realm’s
Autharization providers to determine whether a JMX dient has permission to access
an MBzan attribute or invoke an MBazn oparation.  More Infa.

Specifies whether the Realm will be auto-restarted if non-dynamic changes are
made to the realm or providers within the reaim. More Info...

Welcome, weblogic ‘ Connected to: obdx_domain

Certification Path

~Diagnostics
New| [Delete | |[Reorder Showing 1to S of 5 Previous | Next
Name Description Vversion
DBAuthenticator OBDX - DB Authenticator 18.3.2.2.0,956
SQLAuth Provider that performs DBMS authentication 10
HowdoL.. E]
OBDXIW (OBDX Identity Assertion Provider (JWT and QAuth) 18.3.2.2.0,956
» Configure authentication and identity DefaultAuthenticator Weblogic Authentication Provider 10
assertion providers
« Configure the Password Validation provider Defaulidentitysserter ‘wiebLogic Identity Assertion provider 10
« Manage security providers

« Setthe JAAS control flag

o Re-order authentication providers

New| [Delete |Rewmer

Showing 1to50f 5 Previous | Next

Step 6: Go to Provider Specific

ORACLE webLogic Server Administration Gonsole 12¢

Change Center
View changes and restarts

Click the Lack & Edit button to modify, add or
delete items in this domain.

Lack & Edit

Release Configuration

Domain Structure
obdx_domain
-Domain Partitions
Environment
Deployments
-services
~Security Realms

I Interoperability
-Diagnostics

How do L., =]

Mo task help found.

System Status =
Health of Running Servers as of 12:25 PM
Failed (0)

Critical (0)
Overloaded (1)

@ Home Log Out Preferences [ record Help

Hame =Summary of Security Realms >myresim >Providers >0BDXIWT

Settings for OBDXIWT

Configuration

Click the Lock & Edit button in the Change Center to modify the settings on this page.

Save

‘This page allowis you to define the general configuration of this provider.

4] Name:

] Active Types:
Available:

4] Bases4 Decoding Required:

Save

0BDXIWT

OBDX Identity Assertion Provider (JWT and OAuth)

185.22.0,956
Chosen:
Authorization
&
»
<
«®
true

8-2
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OAuth Configuration

Step 7: Edit Oauth URL and add the following url and save.
“http://{{host}}:{{manage-server-port}}/digx-auth/v1/token/info”

ORACLE' webLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences [&d]

Help Q

¢ Resims >myrasim > Providers > OBDXIWT

Welcome, weblogic ‘ ‘Connected to: obdx_domain
View changes and restarts e »Summary o Sxa

Click the Lock & Edit button to modify, add or Settings for OBDXJWT
delete feems i

Configuration
Lock & Edit

Common | Provider Specific

Domain Structure Click the Lock & Edit button in the Change Center to modify the setiings on this page.
obdx_domain
~Domain Partitions
-Environment
~Deployments
“Senvices
~Security Realms
- Interoperability stEnabled
~Diagnestics

Save

“This page allows you to configure addition attributes for this security provider

in_oracle._col

Save

Click the Lock & Edi button in the Change Center to modify the settings on this page.

Howdo I... B

Mo task help found.

System Status =t
Health of Running Servers as of 12:25 PM

[ Failed(0)
[ ontial (0)
[ Overloaded (1)

Home

8-3 ORACLE



Extensibility and Code Conventions

9. Extensibility and Code Conventions

Code Convention of Account API’'s

Accounts related APl should use below arguments and return type for working with UK Open
Banking

Arguments
SessionContext sessionContext

com.ofss.digx.app.openbanking.dto.accounts.uk.AccountRequestDTO
accountRequestDTO

Return Type

BaseResponseDTO<T>
Where T extends DataTransferObject

Any service implemented with the above type of argument will be compatible with UK Open
Banking.

Code Convention of Payment API’s

Payment related APl should use below arguments and return type for working with UK Open
Banking

Arguments
Create and Read Method
SessionContext sessionContext
Any DTO Object which extends com.ofss.digx.app.openbanking.dto.consent.uk.UKPaymentDTO

Any service implemented with the above type of argument will be compatible with UK Open
Banking.

Error Message Framework

The Error Message Framework helps convert the OBAPI error response according to the UK Open
Banking Specifications.

The error response structure for Open Banking Read/Write APls is as follows:

-1 ORACLE



Extensibility and Code Conventions

"Message": "...",

"Errors™; [

{

"ErrorCode™: "...",
"Message": "...",
"Path": "...",

"Url" L

1.1

The UK Open Banking specified error response is handled using
DIGX_OB_UK_OBAPI_ERROR_MAP table.

The contents of the table are as follows:

Column Name

Description

DIGX_ERROR_CODE

Represents the OBAPI error codes. This is a Primary and
Unique Key

UK_ERROR_CODE

Represents the Open Banking specified error code

PATH Represents the reference to the JISON Path of the field with
error.
Can be null.

URL Represents the URL to help remediate the problem, or

provide more information etc.
Can be null.

-2 ORACLE



Extensibility and Code Conventions

For mapping OBAPI error codes with UK Open Banking specified codes below script can be
used:

Insert into DIGX_OB_UK_OBAPI_ERROR_MAP
(DIGX_ERROR_CODE,UK_ERROR_CODE,PATH,URL) values ('%%OBAPI Error
Code%%',%%0pen Banking specified error code%%', '%%Path%%', '%%URL%%');
For example —

Insert into DIGX_OB_UK_OBAPI_ERROR_MAP

(DIGX_ERROR_CODE,UK_ERROR_CODE,PATH,URL) values
('DIGX_OB_0010','UK.OBIE.Field.Missing', 'Data.Initiation ',null);

Below Query is used to check the OBAPI errors mapped with UK Open Banking specified error
codes in the system

select * from DIGX_OB_UK_OBAPI_ERROR_MAP;

For configuring HTTP status codes with custom message, below script can be used:
Insert into DIGX_FW_CONFIG_ALL_B (PROP_ID, CATEGORY_ID, PROP_VALUE,
FACTORY_SHIPPED_FLAG, PROP_COMMENTS, SUMMARY_TEXT, CREATED_BY,
CREATION_DATE, LAST_UPDATED_BY, LAST_UPDATED_DATE, OBJECT_STATUS,
OBJECT_VERSION_NUMBER)

values ('%%HTTP Status code%%','OpenBankingErrorConfig','%%Error
Message%%','N',null,'OpenBanking Error Message','ofssuser’,sysdate, 'ofssuser’,sysdate,"Y',1);

Below Query is used to check the Open Banking HTTP status codes in the system

select * from digx_fw_config_all_b where category_id = ' OpenBankingErrorConfig";

Permission Response Handler

Permissions is used in only Account API’s. Based on Permissions, Response is generated based
on permissions.

OBAPI consists of Permission Handler against each type of permissions. This configuration is
availble in the table DIGX_OB_UK_PERMISSIONS_PRIMARY

-3 ORACLE



Extensibility and Code Conventions

The contents of the table are as follows:

Column Name Description

SERVICEID Represents the OBAPI Service Id for which the
permission and its handler is available

PERMISSION Represents Permission

RESPONSEHANDLER Represent Permission Handler

Permission Handler can be overriden or can be newly introduced. This will be required for
additional fields mapping which is not available OOTB. Steps for the same are as follows

Introducing Permission Handler

New Permisison Handler should implement interface IResponseHandler

New Permission Handler should have below methods

public static <T implements IResponseHandler> getinstance()

public <T extends DataTransferObject> assembleResponse(DataTransferObject object,
List<String> permissions) — This method assembles response from object to the require response
object which needs shown in the API response. Object is the response got from base sevice and
T will be the response object require by API specifications. Assembling of the values will be done
this method

public int getPriority() — This defines the high priority of the handler to be applied for assembling
response in case of permissions and its handler has been consented by the user i.e. Basic and

Detail permission will have different handlers but if the consent is both the permisison the priority
of the handler will decide which needs to be executed on high priority.

Home
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